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Ensure that the Data controllers and the data subjects are
aware of their data protection rights, obligations, and
responsibilities, have to raise awareness about the same. 
Give recommendations and advice to the institution about the
application of the data protection rules. 
Create a record of all the processing activities happening in
the organization and notify the EDPS of the potential risks
present in the current activities. 
Ensure that the organization is compliant with data protection
laws and make the organization accountable in the same
regard as well. 
Handle complaints and queries which are requested upon the
organization by the controllers, public. 
Cooperate with the EDPS in regards to investigations,
complaints, inspections, etc. 
Draw the organization’s attention to any failures in complying
with the relevant data protection rules. 

The main duty of the DPO is to ensure that the organization they
are appointed by is compliant with the local data regulation
authority of the place. In the EU organisations and bodies, the
DPO has the following tasks:

MAIN TASKS OF A DPO



MODULE : II
 

Privacy Notice, Cookie
Policy & Internal Data

Protection Policy



Organizational standards: Uniforms, identity badges, and
physical building systems are examples of documents
supported by the privacy policy.
Antivirus software, firewalls, and email security are just a few
of the technical subjects covered.

An organisation's aims and strategic direction are governed by
their privacy policy. The first step is to create a privacy vision or
mission statement that is in line with the organization's overall
strategy and goals. This statement can serve as the basis for the
whole privacy strategy and plan. The applicable law and
regulations, as well as industry norms, will heavily influence the
privacy policy.

The organization's highest level governance should be involved
in deciding on privacy policy requirements. These policy
standards should be clear, simple to grasp, and accessible to all
employees. They should also be comprehensive yet brief, action-
oriented, quantifiable, and tested. Policies should be in line with
the organization's format, structure, and objectives.
The privacy policy includes technological and methodology
standards and instructions for accomplishing policy goals
(through manuals, handbooks, and/or directives).

Procedures that specify and describe the specific procedures
that employees should take to complete operations such as
hiring and creating new user accounts.

PRIVACY POLICY



Explain to clients how the company handles their personal
information; 
Explain to clients how the company handles their personal
information; 
explain to employees how the company handles personal
information; 
describe methods for employees handling personal
information; 
and outline how personal data will be handled are just a few
of them.

The privacy policy serves as the foundation for a number of
internal and external documents that must be shared with
customers and employees. 

COMPONENTS OF A PRIVACY POLICY

The public policy differs from organisation to organisation but it
has some integral components, such as:

Purpose: The purpose explains the goals of the privacy program
and why the policy exists. The goals should match the regulatory
obligations and industrial standards applicable on the
organisation.

Scope: Scope defines what all assets/processes will be governed
by the policy.



Risk and responsibilities: This component defines the
responsibility and accountability of the employees handling data
in an organisation. Not only employees it also defines the role
and responsibilities of the leaders, managers, employees,
contractors, vendors and anyone responsible to handle personal
data or IT infrastructure in the organisation. This is generally
overseen by a privacy program officer.

The policy's primary principle is compliance. The appropriate
laws, rules, or industry standards can all be used to define it.
Among the potential compliance factors are: 

Organizational compliance: It is vital to keep track on the
policy's implementation and ensure that it is in line with the
organization's aims. This ensures that the organization's tasks
and duties are properly assigned.

Capacity to impose penalties and disciplinary measures:
Penalties and disciplinary measures for specific infractions of the
compliance structure can help keep the organisation in order.

Understanding of the penalties for noncompliance: As the
penalties for the privacy violations are getting stringent, it is
important for the privacy professionals to keep a track on the
violations happening in the industry and which has been fined. 

Learning from other’s mistake can help the organisation reduce
the risk of fine. It should be ensured that the privacy policy is not
confused with other process manuals and practices as it is a high
level governance document. The stakes associated with are high. 



Privacy Policy: Employees and data users are addressed in
the Privacy Policy, which is an internal document. It specifies
how personal data should be handled, stored, and
transmitted in order to meet organizational and regulatory
requirements. It will cover all facets of the organization's
privacy and data protection.
Notice of Privacy: It is a document sent to consumers and
other data subjects from a third party. It explains how the
organization collects, stores, uses, processes, shares,
retains, and discloses personal data depending on the
organization's privacy policy.

WHAT IS THE DIFFERENCE BETWEEN A PRIVACY NOTICE AND
A PRIVACY POLICY?

INTERACTING WITH AND COMMUNICATING WITH A
COMPANY

Incorporating privacy by design into an organisation is not solely
the duty of the privacy officer or the privacy team; it necessitates
input from numerous departments.

A committee made up of numerous stakeholders is formed by
some organisations (representative of different functions). These
stakeholders apply their knowledge to create a privacy
programme that is based on the privacy vision and the applicable
regulations. They play a crucial role in ensuring that the policy is
communicated throughout the organisation. The most critical
task is to communicate the privacy policy.



What is the communication's objective?
How should the privacy and communication teams work
together?
Those who will be affected by the policy communication
What types of communication can be used?
Which function areas are most aligned with the privacy
programme, and how can you interact with them most
effectively?
Has the organization's privacy been the most successful
approach to inspire training and awareness?

Representatives from diverse geographic regions and business
activities form a governance structure for multinational
organisations. These officials make certain that the privacy policy
adheres to local legislation.

 
INTERNAL COMMUNICATION OF THE ORGANIZATION'S

PRIVACY POLICY

While developing an internal communication plan, the privacy
team should address specific questions.

Communication should be based on the organization's privacy
policy so that everyone is trained uniformly and follows the
privacy vision.

POLICY COSTS TO CONSIDER

Policy development, implementation, and upkeep can be costly.
A significant amount of money is spent on putting the policy into
action and dealing with the consequences for the company. 



Statement of the organization's viewpoint, 
Statement of the organization's viewpoint, 
Issue/Objective Statement, 
Applicability, 
Roles and Responsibilities, 
Compliance, 
Points of Contact, 
and Supplementary Information

Privacy used to be regulated by information security, but it may
now necessitate independent privacy management resources.
The cost of workforce training and awareness is also a
consideration. Aside from that, because the privacy policy is a
living document, it may result in increased administration and
administrative expenditures. Every action taken by the privacy
profession has the potential to have negative implications and
costs for the organisation.

CREATE BENEFICIAL EMPLOYEE POLICIES

Additional policies should respond to the needs and intent of the
organisation to fix an issue, serve a specific purpose, or meet a
specific goal. Policies should be comprehensive and aligned with
supporting documents, including additional policies that respond
to the needs and intent of the organisation to fix an issue, serve a
specific purpose, or meet a specific goal. High-level policies,
such as security setups and responsibilities, social media usage,
internet usage, and email usage, should be reviewed and
updated on a regular basis.

The following information could be included in supporting
policies:



Identify vendors and their legal obligations.
Assess risk, policies, and server locations. 
Create a detailed contract. 
Monitor vendor practices and performance.

GETTING VENDORS TO WORK WITH YOU

It is critical for a company to ensure that its providers adhere to
the same privacy rules as they do, and to assess this while
working with the vendor.

When it comes to mergers, acquisitions, and divestitures, similar
considerations should be made.

POLICIES FOR DATA RETENTION AND DESTRUCTION

The data retention and deletion policy's goal is to ensure that
personal data is only kept for as long as is required to fulfil the
specified purposes.

Data destruction should always be documented and carried out
in compliance with legal standards (if established by the law).

Any department, including privacy, legal, IT, operations, finance,
and the business function, can be in charge of data retention and
disposal.

 



Determine what data is being kept, how it is being kept, and
where it is being kept.
Work with legal to discover applicable legal data retention
obligations. 
Brainstorm scenarios that may need data retention. 
Estimate the business effects of retaining vs discarding the
data.

ACTIONS AN ORGANIZATION SHOULD TAKE TO DEVELOP A
DATA RETENTION POLICY INCLUDE:

 

COOKIE POLICY
Cookies are small text files that websites place on your device as
you are browsing. They are processed and stored by your web
browser. In and of themselves, cookies are harmless and serve
crucial functions for websites. Cookies can also generally be
easily viewed and deleted.
However, cookies can store a wealth of data, enough to
potentially identify you without your consent. Cookies are the
primary tool that advertisers use to track your online activity so
that they can target you with highly specific ads. Given the
amount of data that cookies can contain, they can be considered
personal data in certain circumstances and, therefore, subject to
the GDPR.
Before analyzing what the GDPR and the ePrivacy Directive have
to say about cookies, it is essential to have a basic
understanding of the different types of cookies.



Session cookies – These cookies are temporary and expire
once you close your browser (or once your session ends).

Persistent cookies — This category encompasses all cookies
that remain on your hard drive until you erase them or your
browser does, depending on the cookie’s expiration date. All
persistent cookies have an expiration date written into their
code, but their duration can vary. According to the ePrivacy
Directive, they should not last longer than 12 months, but in
practice, they could remain on your device much longer if you
do not take action.

First-party cookies — As the name implies, first-party cookies
are put on your device directly by the website you are
visiting.

Third-party cookies — These are the cookies that are placed
on your device, not by the website you are visiting, but by a
third party like an advertiser or an analytic system.

TYPES OF COOKIES
 

In general, there are three different ways to classify cookies:
what purpose they serve, how long they endure, and their
provenance.

DURATION

PROVENANCE



Strictly necessary cookies — These cookies are essential for
you to browse the website and use its features, such as
accessing secure areas of the site. Cookies that allow web
shops to hold your items in your cart while you are shopping
online are an example of strictly necessary cookies. These
cookies will generally be first-party session cookies. While it
is not required to obtain consent for these cookies, what they
do and why they are necessary should be explained to the
user.
Preferences cookies — Also known as “functionality
cookies,” these cookies allow a website to remember choices
you have made in the past, like what language you prefer,
what region you would like weather reports for, or what your
user name and password are so you can automatically log in.
Statistics cookies — Also known as “performance cookies,”
these cookies collect information about how you use a
website, like which pages you visited and which links you
clicked on. None of this information can be used to identify
you. It is all aggregated and, therefore, anonymized. Their
sole purpose is to improve website functions. This includes
cookies from third-party analytics services as long as the
cookies are for the exclusive use of the owner of the website
visited.
Marketing cookies — These cookies track your online
activity to help advertisers deliver more relevant advertising
or to limit how many times you see an ad. These cookies can
share that information with other organizations or
advertisers. These are persistent cookies and almost always
of third-party provenance.

PURPOSE



These are the main ways of classifying cookies, although there
are cookies that will not fit neatly into these categories or may
qualify for multiple categories. When people complain about the
privacy risks presented by cookies, they are generally speaking
about third-party, persistent, marketing cookies. 

These cookies can contain significant amounts of information
about your online activity, preferences, and location. The chain of
responsibility (who can access a cookies’ data) for a third-party
cookie can get complicated as well, only heightening their
potential for abuse. Perhaps because of this, the use of third-
party cookies has been in decline since the passage of the GDPR.

COOKIES AND THE GDPR
 

The General Data Protection Regulation (GDPR) is the most
comprehensive data protection legislation that has been passed
by any governing body to this point. However, throughout its’ 88
pages, it only mentions cookies directly once, in Recital 30.

Natural persons may be associated with online identifiers provided by their devices,
applications, tools and protocols, such as internet protocol addresses, cookie
identifiers or other identifiers such as radio frequency identification tags. This may
leave traces which, in particular when combined with unique identifiers and other
information received by the servers, may be used to create profiles of the natural
persons and identify them.

What these two lines are stating is that cookies, insofar as they
are used to identify users, qualify as personal data and are
therefore subject to the GDPR. Companies do have a right to
process their users’ data as long as they receive consent or if
they have a legitimate interest.

https://www.fastcompany.com/90229646/heres-how-gdpr-is-already-changing-web-design
https://gdpr.eu/what-is-gdpr/
https://gdpr.eu/recital-30-online-identifiers-for-profiling-and-identification/
https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/legal-grounds-processing-data/grounds-processing/what-does-grounds-legitimate-interest-mean_en


Receive users’ consent before you use any cookies except
strictly necessary cookies.
Provide accurate and specific information about the data
each cookie tracks and its purpose in plain language before
consent is received.
Document and store consent received from users.
Allow users to access your service even if they refuse to
allow the use of certain cookies
Make it as easy for users to withdraw their consent as it was
for them to give their consent in the first place.

COOKIES AND EPRIVACY DIRECTIVE
 

Passed in the 2002 and amended in 2009, the ePrivacy Directive
(EPD) has become known as the “cookie law” since its most
notable effect was the proliferation of cookie consent pop-ups
after it was passed. It supplements (and in some cases,
overrides) the GDPR, addressing crucial aspects about the
confidentiality of electronic communications and the tracking of
Internet users more broadly.

To comply with the regulations governing cookies under the
GDPR and the ePrivacy Directive you must:

https://edps.europa.eu/data-protection/our-work/subjects/eprivacy-directive_en


EPRIVACY REGULATION
 

The EPD’s eventual replacement, the ePrivacy Regulation (EPR),
will build upon the EPD and expand its definitions. (In the EU, a
directive must be incorporated into national law by EU countries
while a regulation becomes legally binding throughout the EU the
date it comes into effect.)

The EPR was supposed to be passed in 2018 at the same time as
the GDPR came into force. The EU obviously missed that goal,
but there are drafts of the document online, and it is scheduled
to be finalized sometime this year even though there is no still
date for when it will be implemented. The EPR promises to
address browser fingerprinting in ways that are similar to
cookies, create more robust protections for metadata, and take
into account new methods of communication, like WhatsApp.

The rules regulating cookies are still being set, and cookies
themselves are continually evolving, which means maintaining a
current cookie policy will be a continuous job. However, properly
informing your users about the cookies your site is using and,
when necessary, receiving their consent will keep your users
happy and keep you GDPR-compliant.

https://www.linklaters.com/en/insights/publications/tmt-news/tmt-news---june-2017/eu---status-of-the-proposed-eprivacy-regulation-tighter-cookie-rules-and-more


for cookies that are already present, identify those that are
operating on or through your website, using a combination of
browser-based tools and server-side code review;
confirm the purpose(s) of each of the cookies you use (or
intend to use);
confirm whether cookies are linked to other information held
about users – such as usernames – and whether your use of
cookies also involves (or will involve) processing personal
data;
identify what data each cookie holds or otherwise processes;
confirm the type of cookie – session or persistent;
distinguish between which cookies are strictly necessary and
which ones aren’t (and would therefore require clear and
comprehensive information and consent);

HOW DO WE PLAN AND DECIDE WHAT TYPE OF COOKIES TO
USE?

If you are planning a new online service, you should take steps to
detail what cookies you will use, which are strictly necessary,
and ensure that you have appropriate arrangements in place with
any third parties.
For any pre-existing services, you should already know what
types of cookies you use but it would be sensible to recheck.
This might take the form of a comprehensive ‘cookie audit’ of
your online service, or it could be as simple as checking what
data will be sent to users and why.

HOW SHOULD WE CONDUCT A COOKIE AUDIT?
 

When you conduct a cookie audit, you should:



ensure that your consent mechanism enables users to control
the setting of all non-essential cookies;
determine the lifespans of any persistent cookies and
whether these durations are justifiable for the stated
purpose;
determine whether each cookie is a first or third party cookie,
and if it is a third party cookie who is setting it;
double check that the privacy information provides accurate
and clear information about each cookie;
confirm what information you share with third parties, and
what users are told about this; and
document your findings and follow-up actions, and build in an
appropriate review period.

If your service already uses cookies, you should look at this as
opportunity to ‘clean up’ existing web pages and stop using
cookies that are unnecessary or which have been superseded as
your site has evolved.

Don’t just do this once. Your usage of any third party content is
likely to change over time, so it is good practice to undertake
regular reviews of your cookie usage, as well as any third party
services your website includes that may set cookies.

Once you have completed the audit, the next consideration is the
best methods for providing information and requesting consent.



Your organization's privacy and data processing principles
The expectations and rules around how your staff must treat
personal data
Procedures for reporting data breaches and other concerns

INTERNAL DATA
PROTECTION POLICY

A Data Protection Policy sets out your organization's approach to
complying with your obligations under data protection law. It
explains things like:

A Data Protection Policy is a way for you to ensure that everyone
working for your organization is on the same page when it comes
to complying with laws such as the GDPR. Once the policy is
written, you can ask your organization's staff and contractors to
read it carefully and agree to abide by it.

Producing a Data Protection Policy is also an essential way to
demonstrate to your Data Protection Authority that your
organization is doing everything necessary to keep personal data
safe.

DOES YOUR ORGANIZATION NEED A DATA PROTECTION
POLICY?

 
The need for a Data Protection Policy can be interpreted from
Article 24 of the GDPR:

https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-are-data-protection-authorities-dpas_en
https://www.termsfeed.com/blog/gdpr-articles/#Article_24_Responsibility_Of_The_Controller


The amount of personal data you process - does collecting
personal data form part of your organization's "core
activities?"
The type of personal data you process - do you sometimes
collect personal data of a sensitive nature?
The ways in which you process personal data - is there a
significant risk that you might suffer a data breach?

This part of the GDPR requires that "data controllers" (anyone
who decides how and why personal data is processed) take the
necessary measures to demonstrate compliance with the GDPR.
Where "proportionate," they should also produce a policy in
relation to these measures.

Does Your Organization Need a Data Protection Policy?

The need for a Data Protection Policy can be interpreted from
Article 24 of the GDPR:
This part of the GDPR requires that "data controllers" (anyone
who decides how and why personal data is processed) take the
necessary measures to demonstrate compliance with the GDPR.
Where "proportionate," they should also produce a policy in
relation to these measures.
When considering whether this would be a proportionate
measure for your organization, consider:

A Data Protection Policy is the best way to present this
information. It also means you are less likely to experience any
data protection related problems. Staff within your organization
will have a clear notion of the GDPR's importance for their day-
to-day activities.

https://www.termsfeed.com/blog/gdpr-articles/#Article_24_Responsibility_Of_The_Controller


Offers them goods and services (whether pursuing a profit or
not), or
Monitors their behavior (this includes using personalized ads
involving targeting cookies).

What if Your Organization is Based Outside of the EU?

The GDPR applies to your organization so long as it does one of
the following two things in respect to people in the EU:

This is irrespective of whether you have any base in the EU. This
applies even if none of your staff have set foot in an EU country.
If you meet the conditions above, you still need to abide by the
GDPR, like any European organization would, whenever you're
processing the personal data of people in the EU.

WHAT’S THE DIFFERENCE BETWEEN A DATA PROTECTION
POLICY AND A PRIVACY POLICY?

 
A privacy policy is a document that explains to customers how
the organization collects and processes their data. It is made
available to the public by organizations required to comply with
privacy regulations.

A data protection policy is an internal document created for the
purpose of establishing data protection policies within the
organization. It is made available to company employees, as well
as third parties, responsible for handling or processing sensitive
data.



Introduction and scope—the DPP should begin with an
explanation of its purpose and how to use it. This allows
employees to appreciate the importance of the document and
why they need to familiarize themselves with its principles.
This section should also lay out the scope of the DPP,
including the types of data it applies to and the persons
responsible for it.
Definitions—this section defines the various terms used in the
document to avoid any misunderstandings among the
members of your organization.
GDPR principles—explains the expectations of the General
Data Protection Regulation (GDPR). This is essential to ensure
staff understand their obligations and comply with data
protection standards.
Lawful processing of data—according to the GDPR, data
processing is lawful based on six legal justifications.
Depending on the legal category of the data, it must be
processed differently.
Roles and responsibilities—employees are assigned various
data protection roles and responsibilities, and it is important
that each employee understands their accountability. If you
have multiple teams or individuals that handle personal data,
it is important to outline the authority structure of your
organization regarding data protection.

 
YOUR DATA PROTECTION POLICY MUST INCLUDE AT LEAST

THE FOLLOWING ELEMENTS:
 



Data breach notification procedures—notification is an
essential aspect of a DPP. Everyone in your organization must
know how to act in the event of a data breach. Your handling
of a data breach could be subject to legal scrutiny.
Rights of data subjects—this is a list of consumer rights that
remind staff of their obligations. Consumer data can only be
retained for the time it takes to provide a necessary service.
Security and record keeping—your DPP should mention your
organization’s security measures, data retention procedures
and data records.
Contact information—staff should know who to contact to
raise concerns or ask questions about data protection
(perhaps a Data Protection Officer). Make sure you provide
the relevant contact details.



MODULE : III
 

Privacy by Design



Proactive rather than reactive; preventative rather than
remedial: PbD anticipates and prevents privacy invasions
even before they occur, rather than waiting for privacy
threats to manifest.
Privacy by default: The EU General Data Protection
Regulation (GDPR) simplifies privacy by incorporating it into
systems as a default, requiring individuals to take no action to
maintain privacy.
Design with privacy in mind: Privacy is an important part of
the fundamental functionality being created and supplied. In
its consumer privacy framework, the FTC has adopted this
principle, requiring corporations to promote consumer privacy
throughout the organisation at all stages of product creation.

Ann Cavoukian, a former privacy information and privacy
commissioner of Ontario, coined the phrase "privacy by design"
in the mid-1900s. The privacy by design paradigm requires that
privacy and data protection be built into all stages of technology
development, including early design, deployment, use, and
disposal. The newest developments in the subject of privacy
around the world, particularly from the US Federal Trade
Commission (FTC) and the European Commission, have made
incorporating privacy into technology, systems an essential.

The seven foundational principles of PbD are as follows:

Privacy by Design



Positive-sum, not zero-sum, functionality: Rather to making
unnecessary trade-offs, PbD tries to accommodate all
genuine interests and objectives.
End-to-end security - entire life-cycle protection: From the
beginning to the end of the data life-cycle, strong security
measures are critical to privacy.
Visibility and transparency: Component parts and operations
remain visible and transparent to users and providers alike.
Visibility and transparency are essential to establish
accountability and trust.
Respect for user privacy: PbD prioritises the individual's
interests by providing features such as strong privacy
defaults, proper notice, and user-friendly alternatives.

Being proactive: privacy measures are built into systems by
default, and their performance is regularly checked and
tested.
Embedded privacy controls: This entails incorporating them
into systems and applications, inspecting them for regulatory
compliance, and reassessing them as new risks to
information systems emerge.

PARADIGM OF PRIVACY BY DESIGN
 

Though not a formal security/privacy engineering, the PbD
paradigm guarantees that privacy and security measures are
linked with an organization's risk tolerance, regulatory
compliance, and commitment to developing a long-term privacy-
minded culture.

The paradigm's characteristics include: 



Respect for users: Privacy and security measures coexist in a
way that is transparent to the user. They don't take away the
need for data access authorizations. Without making
unwanted trade-offs, the safeguarding of organisational
information assets is possible.

Taking into account the state of the art, the cost of
implementation and the nature, scope, context and purposes
of processing as well as the risks of varying likelihood and
severity for rights and freedoms of natural persons posed by
the processing, the controller shall, both at the time of the
determination of the means for processing and at the time of
the processing itself, implement appropriate technical and
organizational measures. 
The controller shall implement appropriate technical and
organizational measures for ensuring that, by default, only
personal data which are necessary for each specific purpose
of the processing are processed. Data obligation applies to
the amount of personal data collected, the extent of their
processing, the period of their storage and their accessibility.

DATA PROTECTION BY DESIGN AND BY DEFAULT

Following are Article 25 from Chapter IV of the EU GDPR and
Recital 78, defines data protection by design and default from an
EU perspective. Though different in language and principles, they
are highly similar in concept and in goal: that information privacy
should be built into the design process and not added on as an
afterthought.

Article 25 - Data protection by design and by default 



Lawfulness, fairness and transparency of processing in
relation to the data subject
Purpose limitation: collecting and processing for the specified
purpose only

The protection of natural persons' rights and freedoms in relation
to the processing of personal data necessitates the
implementation of appropriate technical and organisational
measures to ensure that the requirements of this Regulation are
met.
The controller should create internal policies and implement
measures that meet the principles of data protection by design
and data protection by default in order to demonstrate
compliance with this Regulation.
Such measures could consist, inter alia, of minimising the
processing of personal data, pseudonymisation of personal data
as soon as possible, transparency with regard to the functions
and processing of personal data, enabling the data subject to
monitor the data processing, enabling the controller to create
and improve security features.

Producers of products, services, and applications should be
encouraged to consider the right to data protection when
developing and designing such products, services, and
applications and, with due regard to the state of the art, to
ensure that controllers and processors are able to comply with
the law.

GDPR’S PRINCIPLES UNLIKE PBD ARE TETHERED TO THE
REQUIREMENTS OF THE REGULATION: 



Compatibility test for further processing: link between
purposes, nature of the data, method of collection,
consequences of secondary uses and safeguards
Data minimization: relevance and limit to what is necessary.
Accuracy: complete and up-to-date data.
Storage limitation: kept only as long as needed to conduct the
specified processing
Integrity and confidentiality: security
Accountability: responsibility and demonstration of
compliance 

DIAGRAMMING PRIVACY BY DESIGN

One method of approaching PbD is to create high-level data flow
diagrams, which include administrative and end users, first-party
and third-party processors, and geographic location. Next, work
through the likely, less likely, and edge-case risks (harms,
threats, and vulnerabilities) and determine what privacy and
information security measures are required or what aspects of
the design must be changed.

INFORMATION SECURITY
 

Whether you employ PbD, the GDPR's Article 25 data protection
by design, or privacy engineering to design, deploy, manage, and
retire devices that handle personal information, you'll need
information security to secure the data you're processing.
As a privacy programme manager, you must be aware of the
linkages and disconnects between information security and
information privacy. 



CONFIDENTIALITY, INTEGRITY, AVAILABILITY 

Information security aims to ensure the confidentiality, integrity
and availability (often referred to as CIA) of information
throughout the data life cycle. 
Confidentiality means prevention of unauthorized disclosure of
information. Integrity ensures information is protected from
unauthorized or unintentional alteration, modification or deletion.
Availability means information is readily accessible to authorized
users. 
Additionally, information security includes the concepts of
accountability and assurance. For information security,
accountability means entity ownership is traceable, while
assurance means all other four objectives are met. 

INFORMATION SECURITY PRACTICES 
 

Like information privacy, information security involves a
continual, ongoing set of practices that are applied throughout
the data lifecycle from creating/collection of data to its
destruction. Information security defines risk as the combination
of the probability of an event and its consequence (ISO/IEC 73). 

Information security builds upon risk management practices to
provide: 
1. Identification of risk 
2. Selection and implementation of controls and measures to
mitigate risk 
3. Tracking and evaluation of risk to validate the first two parts 



The goal of preventive controls is to keep an incident from
happening. They're employed to prevent unfavourable
events, blunders, and other situations that a company has
concluded will have a negative impact.
 The purpose of detective controls is to identify and
characterise an ongoing occurrence. Errors, omissions, and
unlawful use are detected and reported (e.g., by sounding an
alarm and alerting the appropriate person).
The purpose of corrective controls is to limit the amount of
damage produced by the incident. Once errors, omissions,
unauthorised usage, and invasions have been recognised,
they are designed to be corrected (e.g., by recovering the
organisation to normal working status as efficiently as
possible)

CONTROLS
 

Controls are used in information security to manage risk. "The
means of managing risk, including policies, procedures,
guidelines, practises, or organisational structures, which can be
administrative, technical, management, or legal in character,"
according to ISACA.

The following are the different types of controls:

INFORMATION PRIVACY AND INFORMATION SECURITY 

Privacy addresses the rights of individuals to control how and to
what extent information about them is collected and further
processed. Information security is about ensuring confidentiality, 



Integrity (information security) and accuracy (privacy)
Availability (information security) and access (privacy)
Accountability (both)
Confidentiality (when the data is both personal information
and non-public)
Information security’s focus on data integrity overlaps with
privacy’s accuracy requirement in that both target ensuring
the data is not altered without authorization.
Information security’s availability requirement supports
privacy’s access requirement because if the data is not
available, it cannot be accessed. And when the information is
both non-public and personal information, confidentiality
supports privacy because non-public data needs to be kept
non-public.

integrity and availability, though privacy and information security
overlap, they are also different in certain respects. 

The safeguards enable the “authorized” in the “authorized access
and use” element that is a cornerstone of the operational
definition of privacy. This is the first overlap between privacy and
information security. In addition to the fact that both information
security and privacy are data protection regimens, other areas of
overlap are: 



MODULE : IV
 

Data Retention and Data
Deletion Schedule



Data retention, also called records retention, is the continued
storage of an organisation's data for compliance or business
reasons. The General Data Protection Regulation (GDPR) does
not specify time limits for retention. However, the general
principle is that data should only be kept for as long as it is
needed. This is reflected in Article 5(1)(e) GDPR, also known as
the storage limitation principle. This principle provides that even
if personal data is collected fairly and lawfully, it cannot be kept
longer than required to fulfil the purposes for which it was
collected. Personal data may be kept for longer periods where it
is archived in the public interest or for scientific or historical
research, provided the data is appropriately anonymised or
encrypted. Therefore, the onus is on the organisation to
understand what data it holds, why it holds it, and where it no
longer has an appropriate use for the data, whether it should be
erased or anonymised.
Putting in place retention policies and procedures can enable
organisations to only retain data necessary for the purposes for
which it is collected. Retention policies state what type of
information is held by the organisation, what it is used for, and
how long it should be retained. These policies establish standard
retention periods for different categories of data the organisation
holds and is extremely beneficial in maintaining GDPR
compliance. 

Data Retention and Data
Deletion Policy

https://www.privacyengine.io/gdpr-software
https://gdpr-info.eu/art-5-gdpr/
https://blog.privacyengine.io/article/49/lawful-processing-conditions-personal-data-irish-act-0
https://www.privacyengine.io/products/data-privacy-platform/retention-database-integration


In deciding on retention periods, organisations should consider
any legal obligations imposed on them for retention, limitation
periods for claims, organisational needs, and the quality of the
data held. Any decision on retention periods should be
proportionate. This means retention periods should appropriately
balance the organisation’s needs against the impact of retention
on individuals concerned.

Retention procedures ensure that data is destroyed
appropriately and securely per the retention policies. This could
be done in different ways depending on the organisation. A good
example would be introducing an automated system which flags
records for review or deletion after a set time limit. Retention
policies could also include procedures for data sharing between
two organisations including what happens when the data is no
longer needed. This could contain procedures for the recipient
returning all shared data to the supplier without keeping any
copies. It could also include all organisations involved deleting
any copies of any data shared between them where it is no
longer needed.

WHY IS A DATA RETENTION POLICY IMPORTANT?
 

Regular Backups and Archiving
Proper data backups are essential to your business continuity
plan when faced with unexpected disasters. Suppose an
organization does not have comprehensive data backup
measures in place. In that case, disaster recovery will be
incomplete and affect business continuity because of a lack of
access to the data and records required to function properly.



On the other hand, backing up too much data may cause
confusion during the recovery process. Moreover, unnecessary
retention and full backups can consume expensive storage space
and decrease network access speed.
Thus, a data retention policy helps ensure that the business
retains or backs up the appropriate pieces of data for a suitable
amount of time.

Streamlined Data Management
A retention policy is part of an enterprise’s overall data
management strategy. The organization must outline all the
different types of data and records that it retains and how long
each type should be stored and backed up. The policy helps
ensure that outdated or duplicated data is appropriately
disposed of, making it easier to find data that’s still relevant and
useful.

Legal and Regulatory Compliance
Efficient data management and records management can
support core business functions and help the organization meet
its legal, statutory, and regulatory obligations. In recent years,
the focus on data privacy has increased, which has resulted in
more complex laws and regulations worldwide.

Any company globally that collects and processes the personal
data of EU citizens must adhere to the data retention
requirements of the European Union’s General Data Protection
Regulation (GDPR). To comply with the GDPR data protection
law, data retention policies must explain what is being collected,
why it’s being collected, where it’s being held, and the retention
period.

https://reciprocity.com/guide-to-gdpr-compliance-for-us-companies/


HOW TO DETERMINE APPROPRIATE DATA RETENTION

To implement an effective data retention policy, the company
must first identify the types of data it stores. Then, it must
classify that data. These steps are crucial because the
“appropriate” data retention often depends on the type of data to
be retained.
The data lifecycle or retention period also matters. Some data
can be classified with a short storage period before automated
deletion, like standalone emails. While other records, like sales
contracts and the associated details, must be stored for many
years.

For example, healthcare organizations store personally
identifiable information (PII), such as patient name, date of birth,
Social Security number, and medical data. Financial services
companies store customers’ credit scores, payment history, and
loan information. The retention policy should consider each of
these data types and assign appropriate lifecycles accordingly.

KEY COMPONENTS OF A SUCCESSFUL DATA RETENTION
POLICY

 
A data retention policy should cover how the organization will
backup, archive, and delete both paper-based and digital
records. The final document should be holistic and cohesive with
inputs from multiple groups and applies across the entire
enterprise. The policy can be updated or revised, and a record of
these revisions should be maintained within the document.

https://reciprocity.com/industries/financial-services/


Applicable Legal and Business Requirements
This section should detail the business and legal need for data
retention and backups. It should be updated as requirements and
regulations change.

Data Retention Procedures
Each record and data type will have different retention periods
and processes. Consider where the data will be retained, how it
will be backed up, and for how long. Specify the role or team that
owns each data type and is responsible for managing it. It is also
important to mention which types of records do not need to be
retained and can be deleted immediately.

Data Destruction Procedures
It’s essential to highlight how records will be deleted when the
retention time is up. Specify the process for destroying paper
documents. Detail which electronic documents need to be
manually deleted versus which ones are automatically purged by
the system.

Data Archival Procedures
Some data may not be required for day-to-day use but must still
be archived for legal or regulatory reasons. Archival procedures
specify the document types, storage locations, and retrieval
processes.
Perhaps some paper documents are stored off-site for retrieval
only if necessary. Certain electronic documents may be stored
on different servers to ensure quick response time and avoid
clutter on local servers.



Exception Processes
The organization may have some exceptions to its standard data
retention, destruction, or archival procedures. It’s important to
clarify these exceptions in the data retention policy to ensure
there is no confusion or miscommunication.

Enforcement
Given some of the other drastic breaches of GDPR which could
be committed by organisations, some might think cracking down
on retention periods would be at the bottom of the list. However,
this is far from reality. In 2019, a German real estate company
was fined €14.5 million for retaining data regarding tenants that
was no longer required and had no legal basis for being retained.
Organisations need to take a proactive approach to understand
what data is held, why, and whether it should still be held. Data
retention principles must be prioritised across all organisations,
not just those who process data on a large scale. Organisations
need to meaningfully engage in reviewing the data it holds and
shake off the attitude of keeping data “just in case”.

https://www.dataprotectionreport.com/2019/11/first-multi-million-gdpr-fine-in-germany-e14-5-million-for-not-having-a-proper-data-retention-schedule-in-place/
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https://www.dataprotectionreport.com/2019/11/first-multi-million-gdpr-fine-in-germany-e14-5-million-for-not-having-a-proper-data-retention-schedule-in-place/
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Records of Processing
Activities 

& 
Data Protection Impact

Assessment



A Record of Processing Activities (ROPA) is a record of an
organization’s processing activities involving personal data.
Some businesses may think of “processing” as being limited to
active events, but a ROPA must also cover data that sits on a
server or a shelf.
In short, ROPA is a register that documents all the processing
activities done on all personal data by an organization. ROPA
must track information such as the purpose of processing, details
about the parties to whom data will be disclosed, data retention
duration, and other necessary details as mentioned under Article
30 of GDPR.
It is important to distinguish between ROPA and a data asset
register or data inventory. Your ROPA offers insight not only into
your organization’s data but also, importantly, focuses on how
and why that data is used. 
Think of your RoPA as a snapshot of your data processing
practices. It’s a single document that outlines all of your
business's data processing activities. Some examples of
processing activities include HR, marketing, or third-party
activities that process personal data.
 While keeping records of processing activities is legally required
by the GDPR for most businesses, it is also a helpful tool for self-
auditing. Maintaining and understanding these records is
essential for companies as they seek to identify processing risks. 

RECORDS OF PROCESSING
ACTIVITIES

https://www.privacy-regulation.eu/en/article-30-records-of-processing-activities-GDPR.htm


THE IMPORTANCE OF ROPA 
 

In light of the increasing focus on privacy regulations, ROPA
creation and maintenance is now more important than ever for
organizations. ROPA not only serves as proof of GDPR
compliance, but it helps businesses and organizations align with
GDPR laws. ROPA maintenance can help businesses be better
prepared to align with new data privacy regulations as and when
they are introduced. 
Larger organizations typically create individual ROPA documents
for each department or individual streams of business. These are
then compiled into one enterprise-level record. Smaller
organizations often begin their ROPA documentation using a
simple spreadsheet. As the organization grows, ROPA
documentation and maintenance will have to be scaled up. 
With stringent fines and detailed requirements, it is necessary to
keep your ROPA up to date at a granular level. In a large
organization, privacy managers and compliance teams need the
help of data teams. As data stewards and engineers, you may be
accountable for maintaining ROPA. Keeping your ROPA updated
is an important step to ensure compliance with privacy policies.
Therefore, you must make the necessary updates as changes
happen. As a best practice, you should review and refresh your
ROPA every quarter.

ROPA’S IMPACT BEYOND DATA PRIVACY

The importance of ROPA extends well beyond just legal and
policy compliance. 

https://www.dataversity.net/what-are-data-regulations/


While creating ROPA is a necessary part of any organization’s
data privacy compliance plan, it can also bring greater
transparency and a deeper insight into their data, activities, and
data sharing with partners. 

In present times, data is gold for any business. The greater your
understanding of your data, the better your chances of utilizing
that data effectively to drive business goals. However, given the
growing importance of data privacy, it is equally important that
you have accurate information on the “what, who, why, where,
when, and how” of personal data processing and storage within
your organization. 

ROPA can play an active role in Data Management, as it provides
you with one source for critical information on personal data. In
addition, your ROPA can help you align your organization with
mandatory data privacy requirements and help you establish
robust organization-wide Data Management practices.

Often in the process of creating ROPA, businesses identify data
redundancies and unnecessary data processing. Given the sheer
amount of data collected and stored by an organization, it is not
uncommon for the same data to be present in several places.
Data duplication can reduce the efficiency and accuracy of your
data processing and data usage. ROPA can help you identify
these unintentional data redundancies and help you optimize
your business data. 

https://www.dataversity.net/why-cdos-need-a-bigger-budget-now-for-data-governance/


Name and contact details of data controllers and data
processors within the organization
The purposes of data processing
Retention schedule for storing each data category and time
limits for erasure
The categories of data subjects
The categories of recipients to whom personal data has been
or will be disclosed
Personal data transfers to either an international organization
or a third country
The security measures outlined and practiced within the
company or organization related to each processing activity

WHAT ARE THE MANDATORY INCLUSIONS UNDER ROPA? 

A ROPA serves as a comprehensive list of all the processing
activities performed by data controllers and data processors.
The following are the mandatory details for every ROPA
document maintained within an organization:

A comprehensive ROPA document lists every data processing
activity and offers detailed information on each item included in
the mandatory ROPA content list as described above. 
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WHAT ARE THE MANDATORY INCLUSIONS UNDER ROPA? 

A ROPA serves as a comprehensive list of all the processing
activities performed by data controllers and data processors.
The following are the mandatory details for every ROPA
document maintained within an organization:

A comprehensive ROPA document lists every data processing
activity and offers detailed information on each item included in
the mandatory ROPA content list as described above. 

WHO NEEDS TO DOCUMENT THE PROCESSING ACTIVITIES?

Generally, only the organizations with 250 or more employees
must maintain a RoPA. However, this GDPR compliance
requirement may also apply to smaller companies if their
processing activity:



is likely to result in a risk to the rights of affected people (e.g.,
comprehensive monitoring, use of new technologies)
is not occasional (e.g. such daily activities as customer
management or salary management)
includes special categories of data as referred to in Article 9
(1) (e.g., health data, biometric data) or personal data relating
to criminal convictions and offenses referred to in Article 10.

Audit of all available personal data – a good idea when
starting with a RoPA is to do some audit of information to
clarify what personal data the company holds, where, and
how it processes it.
Identification of the role – for each processing activity, it is
necessary to identify whether you are a controller or a
processor. For US-based companies doing business in EU the
GDPR requirements will be the following: you have to appoint
an EU-resident and mandate him/her to act on your behalf
with regard to the obligations under GDPR compliance.
Categorization of data – a very important step before
documenting your activities is breaking down the data that
you have on data subjects into categories.

Therefore, it is also obligatory for a lot of small and medium-size
companies to maintain their records.

HOW TO CREATE AND MAINTAIN A ROPA

The main steps for creating and maintaining RoPA are outlined
below:

https://gdpr-info.eu/art-9-gdpr/
https://gdpr-info.eu/art-10-gdpr/


Documentation of activities – you should keep records in
written and electronic form. It is also important to do it in a
structured and meaningful way. Moreover, if the records
must be kept, they should be stored in a centralized way.
Constant updating – you should keep your register under
regular review. Whenever your organization starts new
processing activities or changes the purpose of its current
ones, the register must be updated.



upon employing new technologies;
the nature, scope, and purpose of the processing of personal
data;
when such processing of personal data is likely to result in a
high risk to the rights and freedoms of the data subjects.

DPIA is to be conducted by a controller, prior to the
processing of personal data

DPIA is referred to as the process that describes the processing,
assesses its necessity and proportionality, and helps manage the
risks to the rights and freedoms of natural persons resulting from
the processing of personal data. Article 35 of the GDPR, provides
for DPIA, and enumerates certain requirements and essentials of
DPIA and conducting it. Article 35 lays down certain criteria that
ought to be considered prior to conducting:

The existence of a "likely high risk" is an essential requirement in
conducting DPIA. The Recital 90 of the GDPR, emphasizes
certain limited features of the DPIA, in the extension of the
requirements under Article 35 of the GDPR:

DATA PROTECTION IMPACT
ASSESSMENT (DPIA)



The DPIA is conducted to assess the particular likelihood and
severity of the high risk, considering the nature, scope,
context, and purposes of the processing and the sources of
the risk.
The DPIA must be particularly inclusive of measures,
safeguards, and mechanisms instilled for mitigating that risk,
ensuring the protection of personal data, and demonstrating
compliance with GDPR.

description and purposes of the processing operations
undertaken to process personal data;
assessing the necessity, proportionality, and risks to the
rights and freedoms of the data subjects;
measures that are taken to address certain risks, and to
demonstrate compliance with the GDPR provisions.

When there is a systematic and extensive evaluation of
personal aspects relating to natural persons which is based
on automated processing, including profiling, and on which
decisions are based, which result in legal effects or similarly
significant effects, with respect to the natural persons.

Certain other vital characteristics of DPIA as under Recitals 84
and 90 and, Article 35(7) of the GDPR are:

WHEN SHOULD DPIA BE CARRIED OUT?

Article 35(3) of the GDPR, lays down the provisions that state
when DPIA must be carried out:



 personal data that would reveal the racial or ethnic origin;
political opinions, religious or philosophical beliefs, or trade
union membership;
genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health, or data
concerning a natural person’s sex life or sexual orientation.
When there is systematic monitoring of personal data in a
publicly accessible area on a large scale.

An assessment of the necessity and proportionality of the
processing 
operations pertaining to the purposes or, 
An assessment of the risks to the rights and freedoms of data
subjects or, 
The measures were conceived in order to address the risks,
including safeguards, security measures, and mechanisms to
ensure the protection of personal data and to demonstrate
compliance with the GDPR taking into account the rights and
legitimate interests of data subjects.

WHAT SHOULD DPIA CONTAIN?

Article 35(7) of the GDPR, provides for the elements that the
DPIA must contain upon being conducted, and expressly
mentions that at least one of the elements enumerated must be a
part of the DPIA conducted: 
Systematic description of the contemplated processing
operations and the purposes of the processing, including, the
legitimate interest pursued by the controller, wherever applicable
or, 



Ensuring compliance with the approved Codes of Conduct, in
accordance with Article 40 of the GDPR;
Wherever appropriate and necessary, the controller is
obligated to seek the views of the data subjects or their
representatives on the processing intended to be carried out,
without any prejudice to the protection of commercial or
public interests or the security of processing operations;
The controller is entrusted with the responsibility of seeking
the advice of the Data Protection Officer (DPO), while
carrying out a DPIA;
Wherever appropriate and necessary, the controller must
review to assess if the processing is performed in
accordance with the DPIA at least when there is a change in
the risk represented by processing operations. 

Article 35 of the GDPR provides for the 'Public List of a
Supervisory Authority.
Article 35(4) of the GDPR, the supervisory authority is
entrusted with the obligation to establish and make public a
list of the kind of processing operations which are subject to
the requirement for a data protection impact assessment.
The supervisory authority would communicate those lists to
the Board.
Article 35(5) of the GDPR, supervisory authority may also
establish and make public a list of the kind of processing
operations for which no data protection impact assessment is
required and communicate those lists to the Board.

OTHER MAJOR REQUIREMENTS OF A DPIA

PUBLIC LIST OF SUPERVISORY AUTHORITY



Assuring and demonstrating compliance with the GDPR in
order to avoid penalties.
Improving public confidence in data protection.
Ascertaining that your users' data protection rights are not
jeopardized.
Helps with "data protection by design"
Optimizing information flows inside a project
Take steps to reduce your company's data security threats.
Integrating data protection safeguards into project design at
an early stage
Reduces the expense and disruption of data protection
measures.
The most important point for conducting a DPIA is the
consequence an organization might have to face due to not
having conducted a DPIA. 
Failure in conducting DPIA, or errors in the process, can result
in a fine of up to 10 million Euros, or, in the case of an
undertaking, up to 2% of total worldwide annual turnover for
the previous financial year, whichever is greater.
Nevertheless, failing to conduct a DPIA can harm a
company's reputation, especially when it comes to large-
scale projects that rely on public support to succeed. 
Data subjects are protected from the outset.

Article 35(6) of the GDPR, prior to the adoption of these lists,
the competent supervisory authority would apply the consistency
mechanism, where such lists involve processing activities related
to the offering of goods or services to data subjects or to the
monitoring of their behavior in the several Member States, or
may substantially affect the free movement of personal data
within the Union.

 BENEFITS AND USES OF A DPIA



THREE LINES OF DEFENSE MODEL

EDPS Guidelines on the protection of personal data in IT
governance and IT management of EU institutions recognized the
Three Lines of Defence Model. The internationally identified model
known as the “Three Lines of Defence”, could be used as a
reference in building an appropriate governance framework and
strengthening accountability in the organization. 

The three lines of the defense model are: 
1. Operational Management, 
2. Risk Management Compliance Functions, 
3. Internal Audit. 

Operational Management: The operational managers are
obligated to “own and manage risks.” They are entrusted with the
responsibility to implement measures to address process and
control insufficiency. They are responsible to maintain and
contemplate effective internal controls and for executing risk and
control procedures on a continual basis. Operational management
identifies, assesses, controls, and mitigates risks, guiding the
development and implementation of internal policies and
procedures and ensuring that activities are consistent with the
objectives. 

Risk Management Compliance Functions: The basic functions in
this second line of defense include: 



- Facilitating and monitoring the implementation of effective risk
management practices by operational management and assisting
the risk owners in determining the target risk exposure and
reporting adequate risk-related information throughout the
organization. Monitoring the specific risks, for instance, non-
compliance with applicable laws and regulations, which are to be
reported. 

- Monitoring the specific risks, for instance, non-compliance with
applicable laws and regulations, which are to be reported. A
controller's function of monitoring financial risks and financial
reporting issues. 

Internal Audit: Internal auditors assist the governing body and
senior management with comprehensive assurance based on the
highest level of independence and objectivity within the
organization. The scope of this assurance provided by the internal
auditors, which is reported to senior management and to the
governing body, brings within its ambit: objectives of efficiency
and effectiveness of operations; integrity of reporting process;
compliance with laws and regulations; elements of risk
management and internal control framework; and, the overall
entity and infrastructure of the organization. 



The specific units that would possibly propose to carry out a
DPIA, should provide input to and, be involved in the DPIA
validation process;

In cases of it being appropriate, it is also suggested to seek the
advice from independent experts of different professions (for
instance, lawyers, IT experts, security experts).

The contractually defined roles and responsibilities of the
processors and the DPIA must be carried out with the
processor’s help, taking into account the nature of the
processing and the information available to the processor.

The Chief Information Security Officer (CISO), if appointed, as
well as the DPO, could recommend that the controller carries
out a DPIA on a specific processing operation, and should
assist the stakeholders on the methodology, in evaluating the
quality of the risk assessment and whether the residual risk is
acceptable, and to develop knowledge specific to the data
controller context.

DOCUMENTATION OF INTERNAL RULES FOR DPIA

It is often considered to be a good practice to document specific
roles and responsibilities, depending on internal policy, processes
and rules. The EDPS Guidelines provide certain examples in this
regard, that are mentioned as follows:



Description of envisaged processing: a systematic
description of the envisaged processing operations and the
purposes of the processing, including, where applicable, the
legitimate interest pursued by the controller;

Assessment of necessity and proportionality: an
assessment of the necessity and proportionality of the
processing operations in relation to the purposes;

Assessment of risks to the rights and freedoms: an
assessment of the risks to the rights and freedoms of data
subjects where a type of processing, in particular, using new
technologies and taking into account the nature, scope,
context, and purposes of the processing, is likely to result in a
high risk;

Measures envisaged to address the risks: the measures
envisaged to address the risks, including safeguards, security
measures, and mechanisms to ensure the protection of
personal data and to demonstrate compliance with this
Regulation;

Documentation: the aforementioned aspects upon being
identified, assessed, and analyzed during the DPIA, the report
of the DPIA must be documented by the controller and in
certain cases prior consultation with the supervisory authority
as provided under Article 36(1) of the GDPR.

Monitoring and Review: Upon the completion of the
documentation of the DPIA, the controller would monitor and
review if the processing of the personal data is being
conducted in accordance with the DPIA.

CYCLIC PROCESS OF A DPIA:



MODULE : VI
 

Personal Information
Management System



Personal Information Management Systems (or PIMS) are
systems that help give individuals more control over their
personal data. PIMS allow individuals to manage their personal
data in secure, local or online storage systems and share them
when and with whom they choose. Providers of online services
and advertisers will need to interact with the PIMS if they plan to
process individuals’ data. This can enable a human centric
approach to personal information and new business models.
Personal Information Management Systems (PIMS) are new
products and services that help individuals to have more control
over their personal data. PIMS enable individuals themselves to
manage and control their online identity.
The PIMS concept offers a new approach in which individuals are
the “holders” of their own personal information. PIMS allow
individuals to manage their personal data in secure, local or
online storage systems and share them when and with whom
they choose. Individuals would be able to decide what services
can use their data, and what third parties can share them. This
allows for a human centric approach to personal data and to new
business models, protecting against unlawful tracking and
profiling techniques that aim at circumventing key data
protection principles.

Personal Information
Management System



WHAT ARE PIMS?

PIMS, also referred to as personal data stores, personal data
spaces, or personal data vaults, are systems that allow people to
control their personal data and manage their online identity by
enabling individuals to gather, store, update, and share personal
data. Importantly, PIMS also let people allow, deny, or withdraw
consent to third-parties for access to their personal data. PIMS
can facilitate compliance with existing privacy laws by making it
easier for organizations to gain effective consent of users, which
can be an administrative burden. Also, by putting personal data
in the hands of individuals, PIMS can facilitate compliance with
users’ rights to access their individual data and a business’s
obligation to ensure the data is up to date and accurate.

PIMS can be viewed as the evolution of today’s social media
companies such as Facebook, Google, Twitter, Instagram, and
LinkedIn. The role of individuals and organizations is flipped,
however. PIMS makes information a tool for the individual and
helps individuals manage their relationships with many
organizations.

Broadly speaking, PIMS can be divided into two categories based
on the technical architecture for storing personal data: a local
storage model or a cloud-based storage model. Under the local
storage model, information is kept in users’ devices such as
laptops, smartphones, and tablets. In a cloud-based model,
information is stored either in one location or among various
service providers and logically linked. Regardless of technical
architecture, personal data needs to be stored in an encrypted,
interoperable, machine-readable format that can enable
interactions without human assistance. 

https://www.bakerlaw.com/webfiles/Privacy/2018/Articles/CCPA-GDPR-Chart.pdf


Interoperability is an absolute requirement for widespread usage
of PIMS, and to create a simple, common format for moving data
files directly between services.

The core function of any PIMS is consent management, where
user’s preferences are matched with requests for personal data.
For example, PIMS that implement blockchain and smart contract
functionality can facilitate data protection by confirming a user
meets an age requirement rather than providing the user’s date
of birth. Another example would be an assistance program that
distributes relief based on sexual orientation. PIMS could confirm
that an individual meets the specific requirements for eligibility,
while protecting the individual from retribution or discrimination
because the individual’s identity is kept secret.

PIMS will need to display complex information about a user’s
identity, consent, and privacy preferences in a simple, easy to
understand display and inform of successful or unsuccessful
attempts to access individual data. One way a successful is
through a user-friendly interface or dashboard.

KEY FUNCTIONALITY
 

PIMS typically involve an ecosystem, which generally entails a
platform providing the PIMS infrastructure. The platform provides
users with some components for handling their personal data.
Within this ecosystem, third parties seek to process user data.
PIMS employ technical, legal and organisational measures that
enable users to manage and control their data, and to ensure and
validate that the behaviours of third-parties accord with user and
platform requirements. Though the specifics of which vary by
offering, measures often include (to varying degrees) the ability
to determine:



The data collected, captured, stored, or that otherwise
available for processing;
 That computation, analytics or other processing performed
over that data; as well as providing
 Oversight measures to validate, review and audit what
happens to their data.

Ease of Data Importation.
This solution allows you to view data by channel.
Bulk Editing Capabilities.
Channel Readiness.
Creating and Managing Categories.
Content Analytics.

PIMS often enable decentralised data processing, where third-
parties that wish to process user data will not directly access a
user’s data (e.g. where user data are transferred to the third
party). Instead, such mechanisms enable the third-party’s
desired computation, analytics, or other processing to be
brought to the user’s data (typically residing within a physical or
virtual user-centric PIMS device), with only the results of that
processing returned to the third-party

WHAT ARE FUNCTIONS OF PERSONAL INFORMATION
SYSTEM?

 
The term Personal Information System refers to those with
information about themselves.Individuals have this capability of
gathering ideas, organizing them, storing them, and retrieving
them based on what information they encounter as they navigate
through the universe.

WHAT ARE THE CHARACTERISTICS OF PIM?
 



The organization has to determine its role - as a controller,
processor and/or joint controller.
The organization shall determine external and internal factors
that are relevant to the PIMS context and that affect its ability
to achieve the intended outcome(s) of its PIMS. These can
include:
Applicable privacy legislation;
Applicable regulations;
Applicable judicial decisions;
Applicable organizational context, governance, policies and
procedures;
Applicable administrative decisions;
Applicable contractual requirements.
Applicable Code of Conduct or Certification mechanism

PII Principals
Customers
Supervisory Authorities
Joint controllers
PII Processors
PII sub contractors
Prospective Customers
Business Partner
Shareholders
Owners
Government
Regulators
Scope of ISMS has to be revised to include the Privacy
scope.

CONTEXT OF THE ORGANIZATION
 

The interested parties for Privacy have to be identified and their
needs and expectations from PIMS arrived at. Interested Parties
can include



LEADERSHIP
Demonstration and commitment for Privacy Policy, Objectives,
integration of PIMS within organization, resource provision for
PIMS, communication of importance of PIMS, outcome
achievement of PIMS including setting direction and control for
effectiveness of PIMS and promoting continual improvement of
PIMS and supporting various privacy roles in leadership has to be
demonstrated.
Privacy aspects have to be included in the PIMS Policy which
could be separate or combined with ISMS.
Privacy Information Management Systems roles are to be defined
by the leadership.

 
SUPPORT

 
Organizations, now, have to identify and provide resources for
PIMS. Competence of people, with roles, responsibilities and
accountabilities, who will impact Privacy performance have to be
defined. Awareness of Privacy Policy, contribution to
effectiveness of PIMS and implication of non conformance to
PIMS requirements must be spread in the organization
(employees and contractors) and beyond - relevant customers,
joint controllers, processors, sub processors.

Communication Procedures (both internal and external) must be
determined. Communication with data subjects, regulators
(supervisory authorities), customers (sub processors, joint
controllers, controllers) to be defined.

Documented Information for PIMS is to be maintained with
special consideration on changes, retention and disposition
including documents of external origin.

 



 PERFORMANCE EVALUATION
 

Performance Evaluation of PIMS Performance and its
effectiveness including criteria for measuring controls
implemented under Annexure A and Annexure B of ISO 27701,
including the monitoring plan, have to be defined and evidence of
the monitoring has to be documented.
Internal audits to include PIMS and included in the audit program
and criteria for selection of PIMS auditors to be defined.
Management Review to include PIMS in the agenda and minutes
of meetings to contain decisions made on PIMS.

IMPROVEMENTS
 

Non-Conformities arising in the Privacy Information Management
System must be actioned upon and evaluate the need for
corrective action and implementation of the same to be ensured
and tracked. Continual Improvement of PIMS to ensure its
suitability, adequacy and effectiveness to be ensured.

 



MODULE : VII
 

Data Breach
Management



When a corporation responds to a data breach, it must comply
with a variety of laws. Every state in the United States has its
own set of laws, as well as federal regulations that apply to
specific industries.

The General Data Protection Regulation (GDPR) governs how a
corporation responds to a data breach in Europe, and other
nations have similar legislation. Every business must be ready to
respond to a potential data breach. They must be prepared to
accept, analyse, and respond to any request, regardless of its
nature.

INCIDENT PLANNING

What’s at Risk?
There are rules in the United States that compel businesses to
notify affected individuals and/or government agencies in the
case of a data breach. The timing of notice is determined by the
jurisdiction and the law in question. The manner in which it must
be provided, as well as the contents, may differ. Failure to give
sufficient notice might result in responsibility and exposure.
Because the company's reputation and public opinion are on the
line, it's critical to handle the situation carefully.

 

DATA BREACH
MANAGEMENT



LIABILITY AND LEGAL EXPOSURE
 

Companies that experience a data breach may be exposed to
legal action, reputational risk, and regulatory scrutiny. If a
company is subjected to such scrutiny, the following factors will
be considered: a purported obligation to prevent unauthorised
access to or use of data; whether the company met an applicable
industry standard of care; whether there were damages or injury;
and whether the company's conduct (or lack thereof) was the
proximate cause of the damages.

EXPENSES ASSOCIATED WITH INCIDENT RESPONSE

The underlying cost of a data disaster is another big risk for a
company. Other dangers include not only the incident's expense
but also the possible loss of revenue in the event of a lawsuit or
regulatory investigation. It could also affect corporate
connections and third-party contracts, which can be particularly
troublesome during acquisitions. Aside from the financial costs to
the organisation, there are likely to be consequences to the
individuals involved, who may face identity theft or personal
reputational loss.

HOW DO BREACH INCIDENTS OCCUR?
 

Malicious actors or criminal attacks are the most common cause
of data breaches, according to the surveys. One of the most
common causes of data breaches is employee error or
ignorance, according to reports. In order to reduce the danger of
a privacy breach, ongoing training and awareness-raising around
information security rules and procedures is critical.



SECURITY INCIDENT VS. BREACH: WHAT'S THE DIFFERENCE?

When confronted with a potential security breach, it's easy to
label the situation as a data breach. However, that phrase is a
legal one, with varying definitions under different laws around
the world. An incident is a scenario in which the privacy, integrity,
or availability of personal information may be jeopardised. In
order for a data breach to occur, there must be illegal access to
or acquisition of the information. All breaches are incidents, but
not all incidents are breaches. If a breach occurs, impacted
persons and, in many situations, regulatory authorities must be
notified. Only the privacy office or the legal office has the
authority to declare a breach if specific conditions are met.

GETTING PREPARED
 

Preparedness does not guarantee that an incident will not occur.
Instead, whereas prevention focuses on tasks and technology
that can help an organisation avoid a breach, readiness focuses
on actions that can be taken. Training, developing an event
response plan, recognising key players, obtaining insurance
coverage where necessary, and managing vendors who may be
involved in an incident are the five elements of preparedness.

TRAINING
Gaps in applications, procedures, and pre-incident planning are
revealed by training. It can also help consumers, partners, and
workers feel safer in general. As a result, training has the
potential to cut breach-related expenses, such as legal advice
and consumer notification, while also reducing financial liability
and regulatory exposure.



What kind of people should be trained? Training will almost
certainly be required for the entire organisation. Many people
may merely require instruction on how to report a potential
incident. Others may need more in-depth instruction.

What kind of training should you do? Training will take many
different forms, and the content should be tailored to the target
audience. A short video or a structured readiness-testing
simulation could be used. Regardless of the format, keep track of
the results and make necessary changes to the strategy.

PUTTING TOGETHER AN INCIDENT RESPONSE PLAN
 

The formal formulation of an incident response plan is an
important step in incident planning. To establish the plan, the
drafting team, which will be directed by the privacy and legal
office, will need to collect a large quantity of data and then use
that data to develop processes and procedures.
When putting together the plan, consider certain crucial elements
such as the types of personal information your organisation
collects, the format in which that information is collected, the
method of collection, and applicable legislation. The strategy
should cover several important topics, such as how to preserve
privilege, team member roles and duties, how to escalate
potential concerns and report suspicious activity, and severity
rankings.
Another key factor is internal administration: What works for
another company may not work for you. Have there been prior
incidents? If so, there may be learning you can take away from
them as you put together your plan. 



IT or information security
HR
Marketing
Customer relationship management (CRM) 
Sales departments
Audit and compliance
Shareholder management 

A good plan will also consider integration with business
continuity plans (BCPs) and provide a mechanism for engaging in
learning post-incident. The purpose of a good plan is to map out
for people in an organization what to do, and it should be in
accordance with legal regulations, and customized to the
realities of your organization. 

KNOW YOUR STAKEHOLDERS

Before a breach happens, thorough, well-thought-out planning is
required for effective incident response. The efficiency with
which stakeholders and constituent teams perform assigned
responsibilities while a crisis unfolds determines the success of
an incident-response plan.
The most common locations of personal or sensitive information
within an organization are: 

Reasons for including stakeholders from these functions in
incident response planning are obvious. However, it’s also
essential to involve other senior leaders in formulating and
executing a plan that minimizes a breach’s impact.



INSURANCE COVERAGE
 

Insurance could be a possible source of cash to help pay the
costs of breach response and recovery. Traditional insurance
may provide some protection, but they typically do not cover
costs incurred as a result of a data breach. Many breach-related
costs may be covered by cyber-liability insurance, a relatively
new type of coverage.
Insurance coverage should be included as part of any
preparedness strategy. Keep in mind that you will be required to
fill out surveys about your level of preparedness when looking at
coverage. Before you finish them, consult with the legal
department because you will be disclosing information about
internal activities to third parties.

ROLES IN INCIDENT RESPONSE PLANNING, BY FUNCTION 
 

The section begins by identifying the roles and responsibilities
previously identified stakeholders may play during a breach.
Different stakeholder teams have different responsibilities in
planning for a possible breach.

INFORMATION SECURITY AND/OR INFORMATION
TECHNOLOGY 

 
Knowledge of enterprise-wide configurations, networking and
protocols, and security measures gives information security a
broad enough perspective on the organization’s electronic assets
to help it identify vulnerabilities before criminals exploit them. As
part of the incident response planning process, the information
security group will provide guidance regarding the detection,
isolation, removal and preservation of affected systems.



LEGAL 
 

When developing an incident response plan, companies should
always seek the advice of competent counsel experienced in the
field of data breach response. Legal stakeholders are 89 central
to incident response planning because they, more than any other
executives, understand the legal precedents and requirements
for handling data and reporting a breach. Their guidance helps
companies limit the liability and economic consequences of a
breach, including avoidance of litigation. In addition, most data
breach legislation requires intensive legal knowledge to
implement a proper procedure. 

MEMBERS OF THE BOARD OF DIRECTORS

Boards of directors are growing increasingly aware of and
concerned about their companies' preparedness in the event of a
disaster. While boards are not responsible for overseeing a
company's day-to-day operations, many members may want to
ensure that their company is prepared in the case of an
emergency. Boards of directors frequently have a plethora of
experience dealing with data breaches, often from firsthand
experience with similar situations.

INCLUDING INCIDENT RESPONSE IN THE BUSINESS
CONTINUITY PLAN

Many businesses rely on a business continuity plan (BCP) to
keep operations running efficiently during a crisis. Natural
catastrophes and terrorist strikes are common scenarios
included in a BCP. A serious or long-term data breach can
approach major disasters in terms of total organisational impact. 



Secure operations, 
Notify appropriate parties, and 
Vulnerabilities. 

A breach, like a fire, tornado, or terrorist assault, can occur at
any time and leave unquantifiable costs and consequences in its
aftermath. Companies must incorporate breach response
planning into their larger BCP, given the possible ramifications of
a breach and the benefits that might result from informed and
thorough preparedness.

INCIDENT HANDLING 
 

The process of responding to a breach involves tasks that are
not necessarily linear. Companies facing a potential incident will
deal with incident detection, ensure that stakeholders
collaborate and know their roles, investigate, ask their legal
teams to conduct a legal analysis etc. While these steps are all
part of a well-run response, many of them must happen in
parallel. It can be helpful to think about breach response tasks in
broad categories: 

While these groupings help keep you organized, they are not
necessarily meant to be used as a checklist.

INCIDENT DETECTION 
 

There’s not one definitive way to detect a breach. Customer calls
or news reports may alert an organization to trouble before
internal sources even recognize a problem. Consider, for your
organization, how you will determine whether to classify an event
as an incident or a breach. Remember also that privacy is a
business function, not a technical function and relies on other
departments to execute and respond.



EMPLOYEE TRAINING
 

New employees should be trained and encouraged to adopt a
privacy-first approach from their first day on the job. Employees
should be taught to spot vulnerabilities and to gather and submit
basic information when they come across a potential or actual
breach during their initial security indoctrination and training.
Employees must know when and how to report suspicious
situations to their managers, as well as how to respond to those
incidents.

COLLABORATION AMONG STAKEHOLDERS
 

Data is accessed and managed by a variety of individuals and
organisations inside every company, and it is frequently stored in
different locations, sometimes spanning many states or
continents. Regardless of the size of the firm, however, all
employees have a vested interest in data security.

PHYSICAL SECURITY
 

In many firms, the level of technical integration between IT and
facilities is so deep and wide that ensuring security requires
constant engagement through established lines of
communication. Close relationship illustrates the need for
continual collaboration if the safety and integrity of physical and
digital assets are to be preserved as technology evolves and the
lines of responsibility begin to blur.



HUMAN RESOURCES 
 

Hiring, transfers, promotions, layoffs or other changes in
employment status may require revisions to an individual’s data
access privileges. When such changes are needed, HR, IT and
facilities should follow established policies for monitoring and
managing data access. These unfortunate but not uncommon
events can affect thousands of individuals or just a handful, for
which HR and other teams must prepare, in terms of denying
access once the employee leaves the organization etc.

THIRD-PARTIES
 

Sensitive information is rarely handled or processed in one place.
In today's global economy, massive amounts of personal data for
which firms are directly liable are stored in systems and facilities
operated by third-party vendors, partners, and contractors.
These categories should always be considered while detecting
and preparing an incident. Companies should always demand
third parties to swiftly notify them of any data breach so that
contingencies can be put in place to limit the harm.

Companies that work with third parties, on the other hand, must
remember that communication is two-way. If the organization's
network is infected with a virus or is subjected to a cyber assault,
or if the call centre undergoes modifications, the organisation
must promptly notify its partners.

TEAM ROLES DURING AN INCIDENT
 

The tactical elements of the incident response plan begin to
unfold as soon as the decision to notify affected parties is made. 



When dealing with an incident, businesses may find themselves
balancing two potentially opposing concerns: containment and
legal risks. The problem must be contained and remedied,
according to the companies. At the same time, if the scenario is
deemed a data breach, the affected individuals and maybe
government agencies must be notified. Lawsuits or regulatory
investigations are frequently theresultst of these notices.

These goals must be balanced in an incident response
procedure. Legal (to address legal exposures and privilege
concerns) will work for hand in hand with an IT leader who is
focused on containment and remediation to ensure a successful
approach.

Other key stakeholders will need to be included directly as well.
Many people in organisations frequently have substantial
knowledge of data breach issues. Aside from legal counsel, who
are concerned about privilege, the CPO or CCO wants to make
sure that a breach is handled properly from a compliance aspect,
and the chief information security officer (CISO) will be focused
on the nuts and bolts of investigation and containment.

Team leadership will entail contacting and activating suitable
reaction team members or their alternates while keeping
containment and privilege in mind. During the investigation,
meetings may be required, and the team leadership should
consider how best to organise them so that status reports can be
gathered and analysed, and direction can be given as needed.

The team leader may also choose to deliver a summary of the
event and the team's intended line of action to top executives.



LEGAL 
 

In addition to ensuring the protection of privilege during the
investigation, legal will be focused on determining whether there
is a duty to notify under breach notification laws, and if so, what
form that notice should take. A stakeholder’s knowledge of laws
and legal precedents helps teams more effectively direct and
manage the numerous related elements of incident investigation
and response. Drafting and reviewing contracts is another vital
area in which legal stakeholders should be involved. If data
belongs to a client, it can interpret contractual notification
requirements and reporting and remediation obligations. 

INFORMATION SECURITY
 

While some data incident concerns do involve paper documents,
given the cyber nature of most occurrences, the information
security group is almost certain to be called in to deal with data
breaches. The incident team's expertise will be focused on
enabling and assisting forensic investigations, including evidence
preservation, by the CISO or the chief technology officer (CTO)
or their designated person. Information security will almost
certainly be in charge of removing embedded malware and
hacking tools, as well as addressing any vulnerabilities that may
have led to the intrusion. Larger businesses may form a
computer emergency response team (CERT) to solve security
issues quickly.

INVESTIGATING AN INCIDENT 
 

Breach investigation is a subset of breach response and occurs
once breach investigators have concluded that sensitive
information has been compromised. 



professional forensic investigators can capture forensic images
of affected systems, collect and analyze evidence, and outline
remediation steps. During an investigation, on the containment
side, the focus is on isolating compromised systems, containing
the damage, and documenting any actions taken. On the legal
side, the focus is on determining whether the event constitutes a
“breach” as by the relevant laws, preserving electronic evidence,
and establishing a chain of custody.

CONTAINMENT
 

Containment will be front of mind for the IT/information security
team during the investigation phase of an event. It is vital to take
necessary precautions to prevent additional loss. These include
safeguarding physical areas and preventing bad actors from
accessing impacted data, patching vulnerabilities, and aiding
legal teams in obtaining the assistance they require.

THE IMPORTANCE OF PRIVILEGE

When conducting an investigation into an incident, a company
will want to ensure that the inquiry, as well as any connected
communications and work product, is protected by attorney-
client privilege. As soon as a breach is discovered, a company
should contact its counsel to ensure that the inquiry is being
directed for the purpose of legal advice or in anticipation of
litigation, and to establish the privilege. Because courts have
decided that there is no privilege where inside counsel appears
to be working in a business rather than a legal capacity, it is
preferable to have the process managed by outside counsel
rather than inside counsel.



INVOLVE KEY STAKEHOLDERS DURING INVESTIGATIONS 
 

According to the need, necessity and company procedures, one
can involve key stakeholders. In some cases, daily meetings with
your core response team will be needed and in some reporting
out to other stakeholders, especially in company leadership.

REPORTING OBLIGATIONS AND EXECUTION TIMELINE
 

Not every breach necessitates notice. Regulators and impacted
individuals are required to be notified in a variety of ways. Even if
there is no risk to the individual, the notification may be
necessary. It's vital to work with legal counsel to understand your
notification duties.
Based on the circumstances, the legal team will determine
whether the occurrence represents a breach as defined by
applicable legislation, necessitating reporting. If notification is
required, it must be given as soon as possible. Close
collaboration between internal and external stakeholders will also
aid in the execution of all plan aspects in the appropriate order.

EXTERNAL ANNOUNCEMENTS 
 

The creation and release of external communications should be
closely coordinated with the call centre, in connection, of course,
with legal counsel. In addition to notification letters and press
releases, other external strategies may be deployed to announce
and manage breach communications. Among the most important
of these is to engage a professional crisis management or
communications firm (if none are available internally) and
designate a senior, media-trained executive as the organization’s
spokesperson for effective communication.



INVOLVE KEY STAKEHOLDERS DURING INVESTIGATIONS 
 

According to the need, necessity and company procedures, one
can involve key stakeholders. In some cases, daily meetings with
your core response team will be needed and in some reporting
out to other stakeholders, especially in company leadership.

REPORTING OBLIGATIONS AND EXECUTION TIMELINE
 

Not every breach necessitates notice. Regulators and impacted
individuals are required to be notified in a variety of ways. Even if
there is no risk to the individual, the notification may be
necessary. It's vital to work with legal counsel to understand your
notification duties.
Based on the circumstances, the legal team will determine
whether the occurrence represents a breach as defined by
applicable legislation, necessitating reporting. If notification is
required, it must be given as soon as possible. Close
collaboration between internal and external stakeholders will also
aid in the execution of all plan aspects in the appropriate order.

EXTERNAL ANNOUNCEMENTS 
 

The creation and release of external communications should be
closely coordinated with the call centre, in connection, of course,
with legal counsel. In addition to notification letters and press
releases, other external strategies may be deployed to announce
and manage breach communications. Among the most important
of these is to engage a professional crisis management or
communications firm (if none are available internally) and
designate a senior, media-trained executive as the organization’s
spokesperson for effective communication.



Containment, 
Encompassing time and methods,
Staffing and resourcing clarity of duties of the response team
and others C-suite commitment, including sign-off on new
measures and resource allocation C-suite commitment, 
Including sign-off on new measures and resource allocation
Individuals, regulatory organisations, and others are notified
through a process.

RECOVERING FROM A BREACH

MODIFICATIONS AND EVALUATION OF RESPONSES
 

A variety of scenarios can be used to test incident response.
However, even the best-laid plans can go apart when the theory
behind them collides with reality on the ground. After the
immediate turmoil of a breach has passed, the affected business
should review its incident response plan carefully.

TAKING ADVANTAGE OF A SECURITY BREACH
 

While no organisation wants to be the victim of a data breach,
setbacks provide opportunities for reform and progress. These
instances may provide some insight on how to improve and grow
in the future. Make a breach or incident response review, as well
as a post-event evaluation, a priority. At the very least, go over
the following items:


